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Understanding the nuances of these terms, their relationship to cyberconflict, and the difficulties for
governments and the international community in responding to any type of cyberconflict incident are well
worth exploring at this point in time. Hacktivism is a term that combines the words hacker and activism. It
refers to the art of manipulating code and using computers for political purposes. These include mobilizing
supporters, creating software that helps bypass censorship or bridge digital inequality, and supporting specific
campaigns, organizations, and protests around the world using electronic disobedience or social mobilization.
Hacktivism in its purest form is an information-age ideology which, depending on the political spectrum, can
support: Nevertheless, despite their general similarities, online activist groups adhere to various ideological
lines that can range towards libertarianism, anarchist principles, and left wing politics, or may support more
conservative causes by advocating right-wing individualist free markets, or even promote ultra-right wing
causes. This is why these phenomena are identified under the general idea of cyberconflict for more see my
own work: The Politics of Cyberconflict, Routledge In cyberconflict individuals and groups engage in
computer-mediated conflicts that span ethno-religious, cultural and sociopolitical conflicts and causes.
Historically, we are witnessing a transfer of conflicts around the world through cyberspace during
cyberconflict incidents. These can also be sociopolitical and economic conflicts, such as the anti-globalization
movement, the anti-war movement, or social protests that use social media with the intent of promoting
change. The relevance of the use of technological innovation is beyond critical at the moment. Social media
networking is being used to accelerate regime changes in the Middle East and elsewhere. The undeniable
public nature of the plight of citizens in these states communicated through the virtual public sphere has
forced the international community to respond with military interventions to protect them. This response is a
prelude of things to come. Individuals and groups that engage in cyberconflict are informed by different
ideologies. Hacktivism is one such phenomenon. Normally hacktivists tend to be influenced by traditional
ideologies as we know them. Still hacktivism in its ethical form does not support the destruction of online
spaces or condone online intrusions unless digital spaces are used for forms of electronic disobedience as
social protest. I would say that politically informed hacktivism promotes causes that adhere to freedom of
information, the promotion of copyright-free products and the use of technology to change the global system
for the better by introducing tools, spaces and forums, to name a few forms, that enable transparent
government, peer production as an alternative to capitalism, and promote global digital rights, especially
against state censorship. Digital activism or cyber-activism that adheres to fixed notions of state, religion,
homeland, nationalism, racism and so on, tends, in my view, to use new media for the more traditional
purposes of propaganda and hatred, and often supports fascist notions of politics and existence in general. I
would suggest ending the use of the term hacktivism for these types of individuals and movements in favour
of terms such as online hatred, cybernationalism, online propaganda and others that accentuate this difference.
As a network structure, the internet is compatible with network structures of organization and mobilization.
This is why hacktivism in its purest form stems from information-age ideologies that enable future horizontal
and networked forms of governance and alternative modes of production. This type of hacktivism is
forward-looking, and not disruptive purely for the sake of it, nor does it support hatred, racism or
discrimination. Since then it has seen many uses. In most mainstream media and the common parlance, all
computer-system intruders are referred to as hackers. Hacker communities, however, have agreed on clear
distinctions and those engaged in cybercrime are crackers, phrackers, cybercriminals, or black hat hackers.
Some hackers are politically active, others are not. To me political maturity and positive engagement makes
for a hacktivist worth their code and our time. Teenagers are immersed in cyberspace in the advanced
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knowledge economies at the core of the global village, an experience slowly spreading across the globe
despite the economic inequalities perpetuated by the current system. It is obvious that this results in
cyberspace playing a critical role in the everyday activities of young people. The need to be respected, to be
acknowledged and participate in the world around us can often be pressing at that age, but this is generally all
that is really going on for teenage hackers. I think cyberspace is a natural affective extension for many young
people and some find it powerful, challenging and socially rewarding to stretch a technology that their parents
are not always comfortable with. Teenage hackers in particular express online what they cannot express
offline. Because we live in a banal and consumerist world, they have the power to exert influence even in
disruptive and script-kiddie ways, to prove they are also worthy of being included in the microphysics of
power in everyday life. In a system in global crisis, it is unsurprising the many talented individuals are
frustrated and rightly so. The more politically informed teenage hackers eventually find their way into
progressive teams working in support of alternative forms of government and social movement organizations.
The ones who never leave puberty continue to vandalize cyberspace aimlessly or eventually enter cybercrime
gangs for profit if there are no other alternatives. In addition to this commentary on contemporary issues
involved with online conflicts, there has been a pre-occupation over the last decade with cyberconflict in
general and that tied to the revolution taking place in military affairs in particular. Historical incidents of
cyberconflict by the ad hoc mobilization of non-state actors that accompany actual warfare, such as the one
witnessed in Georgia during the conflict with Russia over South Ossetia, raise questions of cybersecurity as an
element of global security. Unless the precise stage at which a cyber attack becomes part of an armed conflict
is eventually defined by international law, any cyber attack could be classified a cybercrime and prosecuted as
such. This is turn would mean that any political hacking even for protest purposes could be prosecuted as
cybercrime, as indeed it has been by various governments against their own citizens. This could potentially
mean that electronic disobedience or hacktivism as we have known it, despite having mostly symbolic effects,
could also be prosecuted under this logic. Another problem for global politics is the difficulty in understanding
where attacks originate from and whether they come from are state-sponsored or ad hoc assemblages. Not
having defined the level where a cyber attack becomes the equivalent of an armed attack, there is no way
currently to plan a reaction on an international level. Furthermore, its is not clear whether cyber attacks and
cyber espionage will eventually be considered a form of war since information warfare and espionage
historically have not been recognized as war or grounds for war. Although it is impossible to predict the future
of warfare, cyberconflict, the role of networks, and communication technology infrastructures will be of
paramount importance, not only in the way wars are fought, but also in the way wars are communicated and
justified in global public sphere. Digitally virtually enabling people to grasp political opportunity when ad hoc
assemblages, protest networks and other resistance movements create cracks in the global political structure,
such as the WikiLeaks situation and its effect on diplomacy and the spill-over effects in the Middle East right
now, accelerates protests and points to the critical importance of political communication for the global
transformations currently taking place. The move to overthrow repression, violence and fear through peaceful
means and virtual protest and its real-life materialisation as revolution seems to be turning war into an
extraordinary response to be used only to protect and not harm life. The politics of justifying war beyond the
protection of life will likely be debated for a long time to come, but the importance of ICTs as a factor in the
political communication of future wars, protests and resistance movements is unquestionable. London and
New York. In Print, pages. She is a lecturer at the University of Hull and published widely on economic and
political issue, especially related to cyber conflict.
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Research journey Since , I have focused on the intersections between new media theory, resistance networks
and global politics, for the study of cyberconflict and the use of digital technologies by social movements,
protest, and insurgency groups. My research revolves around different aspects of cyberconflict theory, which I
developed and applied to non-state actors and their use of Information Communication Technologies ICTs. I
am passionate about researching what is a period of intense encounters of the cyber with the global political
arena: The proliferation of sociopolitical activist networks, as well as ethnoreligious, insurgent and terrorist
networks Social media-enabled political protests and mobilisations leading to social or political change
Increased resistance to surveillance and censorship of global communications, including leaks from
government employees and new media organisations, uncovering significant tensions in the use of ICTs both
by states and corporations Interests Media movements and radical politics Civic media activism, social
movements and ICTs Online activist communities Privacy, surveillance, and conflict in the digital public
sphere Comparative media analysis of conflict and war Political philosophy, critical and cultural continental
theory Publications Books Monographs, Co-authored Platform Economics: London and New York. Also
released as paperback May 11, ; Issue published: April 29, DOI: Michaelides, in P Moore and A.
Karatzogianni, eds Parallel Visions of P2P production: Transformations of Protest in Greece, Athens: London
and New York: Digital Cultures and the Politics of Emotion: Feelings, Affect and Technological Change.
Feelings, Affect and Technological Change, Basingstoke: Published reports and other work Two sides of the
barricade: Student Perspectives, September , pp. Also serialized by the author in Greek in for the
high-circulation weekly political magazine Politika Themata, Athens, December Doctoral Supervision
Alshareef, Mai: PhD awarded Olabode, Shola: PhD awarded Serafinelli, Elisa: PhD awarded Nguyen, Dennis:
PhD Awarded Nik Rahman: PhD Awarded As second supervisor: Radio Sputnik World Service. Radio
Sputnik World Service, Moscow. Video of TV appearance is online available at: Does it get Assange and
Wikileaks right? Christian Science Monitor, Boston. The talk was televised for Swedish education TV see
video link here: Also online available at: Also available online at: Jornal Brasileiro Also available online at:
Enhancing or disrupting "Democracy? Reiterating or Competing Relations of Production? Online video of this
talk can be found here: A Unicorn or a Reality? Digital intermediation platforms as a new material and
ideological vanguard for capitalist expansion? The talk was televised see video link here: The event included
briefings from the Deputy Secretary General and other senior NATO staff on matters such as smart defence,
public diplomacy, and emerging security challenges focusing on the Mediterranean region, Brussels. Various
invited speaker talks and research seminars.
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London and New York. Also released as paperback Michaelides, in P Moore and A. Karatzogianni, eds
Parallel Visions of P2P production: Mayra Rodrigues Gomes Eds. A cyberconflict analysis of the Arab
Spring. Digital Cultures and the Politics of Emotion: Feelings, Affect and Technological Change. Feelings,
Affect and Technological Change, Basingstoke: Forthcoming co-authored with Andrew Robinson. Jonathan
Havercroft and Alex Prichard. Transformations of Protest in Greece, Athens: Published Reports and other
work Schizorevolutions vs. Student Perspectives, September , pp. Also serialized by the author in Greek in for
the high-circulation weekly political magazine Politika Themata, Athens, December A Unicorn or a Reality?
Digital intermediation platforms as a new material and ideological vanguard for capitalist expansion?
International Society for Third Sector Research conference. StockholmConference 20 June Invited speaker on
crowdfunding for political purposes at a workshop on crowdfunding for political purposes, Paris 8. Prague
25thth August Invited Panel Organiser and Speaker: Paid invited participant and speaker: Digital Democracy
or Complex Chaos? The talk was televised see video link here: Paid and invited participant, High-level
meeting of senior academics and think-tankers at NATO headquarters in Brussels. The event included
briefings from the Deputy Secretary General and other senior NATO staff on matters such as smart defense,
public diplomacy, and emerging security challenges focusing on the Mediterranean region. Various invited
speaker talks and research seminars. Guest Speaker Goodbye Lenin!
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Examines the theoretical and empirical issues relating to cyberconflict and its implications for global security and politics.
This volume includes an introduction to debates in the field and their.
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Discussing contemporary scholarship in global politics, the authors consider new and developing concepts including:
global cities, bifurcations, hegemonic transitions, the relationship between capitalism and the state, the position of East
Asia, and active and reactive network movements.

Chapter 6 : Cyber-Conflict and Global Politics : Athina Karatzogianni :
This volume examines theoretical and empirical issues relating to cyberconflict and its implications for global security
and politics. Taking a multidimensional approach to current debates in internet politics, the book comprises essays by
leading experts from across the world. The volume includes a comprehensive introduction to current d.
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Chapter 8 : Politics & International Relations: Contemporary Security Studies - Routledge
This volume examines theoretical and empirical issues relating to cyberconflict and its implications for global security
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and politics. Taking a multidimensional approach to current debates in internet politics, the book comprises essays by
leading experts from across the world.

Chapter 9 : Electronic Civil Disobedience and Hacktivism date back to
The book will be of interest to students of cyberconflict, internet politics, security studies and IR in general. Table of
Contents 1 Introduction: New Media and the Reconfiguration of Power in Global Politics Athina Karatzogianni Part I
Transforming Media and Global Conflict 2.
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